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MEMORANDUM FOR: Chief, Projects & Programs Staff

BUBJECT : Contract Scecurity Procedures

1. I have discussad the subject at some length with Messrs. [;::::::::]
nAJor

| |in the following paragraphs I will psss on to you the
PO

rts of refa:rence and concern wo have regarding contract security pro-
cedures,

2, Our pri:ary concern at this time 1s ~ith the security classi-
fication of the products of Research and Dsvelopment Contracts. In the
past, d=cisions regarding the security classificestlion of such products
have been rendered by various lovels of the Research snd Devalopment
Management Staff depending upon tha complaxity of the situation. BEvery
R&D Contract product security clasasification recommendation hes bean
submitted for division lsval approval.

3. The process of deciding whether or not the technologicel charac-
teristice of ths contract product have s:curity implications may be quits
arbitrary and often depends upon the particular orientation of the indivi-
dual ultimately responsible for the judgment in cach case. The primary
guestions asked in this process have bean vhether or not the technologieal
characteristics of the gontract product imply agency a2ssociation ( hen such
an association is classified), or performance characteristics of other
systems “hich are classified, or parformence charscteristics - hich inherently
disclose a level of tzchnology considered to be classified by the agency.
Factors which t2nd to mitigate a decision to place a contraet product in
a pecurily classification category ars: the assigned responsidility of
NPIC to mske information concerning th=sz products availsbls to the
community when fesgible and the fact that the physical security required
at the contractor's facility in the production of classified information
or hard-are costs considsrably more to the government than the production
of an unclageifiad product.

4, The WPIC Equipm:nt Summary provides s conelse record of the
Judgments thet have besn mede in the past regarding the security classi.
fication of R&D contract products. The precadent =zstablished by theso
publicetions is, in general, that an R&D contract product becomes
unclassified 4if and vhen the contractor is given permission to list the
product in his: standard stock 1list as & shalf item. In othar cases it
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becomes unclassified if {t closely resembles other equipment vhich is
availsbls from other sources on an unclassified bazis. In still other
cases, items -2re Judged to be unclassified if they wr=rs not propristary
to the center or the agency and bore no leading implications to the
aharacteristics of other claasified 2quipment or systems,

5. There i3 a particular item ebout <hich | |expressed
some concern; thet is the Automatie Target Indexing Device being developed
by | | Apperemtly, the contractor has been advized that

this development may de handled as unclassified. In splte of the fact
that the contract speeifically prohibits disclosure of information cone-
cerning this contract to anyone without approval of the contracting officer
{whether or not the product is classified), the fact that it is not
classified offers the contractor some implicit license to publish closzly
related information and to discuss thes matter with various and sundry
contacts he may have. In such cas:s, the absence of a security classi-
fication significantly weskens the government's ability to comtrol
disclosure of this information. In the case of the auntomatic Targst
Indaxing Device,| |believes that the performance characteristics
may lead an uncleared observer to deduce performance characteristics of
the related scquisition systems and he also feels that the development
represents an extengive investment resulting in kno-ledge of proprietary
interest to the center, ~hich should not be dieclosed in s fashion that
may compromisz the center's opportunity to follow it through to com-
plation. Accordingly, w2 suggest that the classification of this
contract produet be reconsidered for upgrading to SECRET. Asauming that
the understanding that we have disclosed through this memorandum is con-
gistent with the agency and center management policy, -e rill continue
to meke rocommendations for security classification of contrsct products
in the same manner described above.
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